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Abstract.
BACKGROUND: Human-machine teaming (HMT) typically combines perspectives from systems engineering, artificial
intelligence (AI) and human-centered design (HCD), to achieve human systems integration (HSI) through the development
of an integrative systems representation that encapsulates human and machine attributes and properties.
OBJECTIVE: The study explores the main factors contributing to performance, trust and collaboration between expert
human operators and increasingly autonomous machines, by developing and using the PRODEC method. PRODEC supports
HSI by improving the agile HCD of advanced sociotechnical systems at work, which qualify as human-machine teamwork.
METHODS: PRODEC incorporates scenario-based design and human-in-the-loop simulation at design and development
time of a sociotechnical system. It is associated with the concept of digital twin. A systemic representation was developed
and used, associated with metrics for the evaluation of human-machine teams.
RESULTS: The study is essentially methodological. In practice, PRODEC has been used and validated in the MOHICAN
project that dealt with the integration of pilots and virtual assistants onboard advanced fighter aircraft. It enabled the devel-
opment of appropriate metrics and criteria of performance, trust, collaboration, and tangibility (i.e., issues of complexity,
maturity, flexibility, stability, and sustainability), which were associated with the identification of emergent functions that
help redesign and recalibrate the air combat virtual assistant as well as fighter pilot training.
CONCLUSION: PRODEC addresses the crucial issue of how AI systems could and should influence requirements and
design of sociotechnical systems that support human work, particularly in contexts of high uncertainty. However, PRODEC
is still work in progress and advanced visualization techniques and tools are needed to increase physical and figurative
tangibility.

Keywords: Integrative human and machine systemic representation, flexibility, human systems integration, trust, collabora-
tion, scenario-based design

1. Introduction

Human machine teaming (HMT), where the
machine is increasingly autonomous, has appli-
cations in a wide range of industries such as
aeronautics and space, defense, transportation,
energy, healthcare, and manufacturing. Although
HMT, also called Human-Autonomy Teaming and
Human Artificial Intelligence (AI) Teaming (HAT),
is now an accepted concept [1], the concept of auton-
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Supélec, Paris Saclay University, 9 rue Joliot Curie, 91190
Gif-sur-Yvette, France. E-mail: guy.andre.boy@gmail.com.

omy needs to be better defined, when applied to
both humans and machines, as well as humans and
machines combined. Today, we have software-based
algorithms (some of which are AI-based) that confer
some autonomy on machines capable of performing
tasks normally assigned to people, involving percep-
tion, conversation, and decision making [2].

Let’s provide useful working definitions in this
article that address the complementary combination
of human and/or machine autonomy, where machine
autonomy is the capacity of a machine to act safely
and efficiently on its own in an environment, and
human autonomy refers to people solving problems,
often unexpected, using appropriate human skills
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and knowledge, as well as technological and orga-
nizational support. This dual concept of autonomy
requires a redefinition of what a system is. We con-
sider that systems can include people, and people
can include machines. This consideration leads to the
concept of “sociotechnical system,” defined as a sys-
tem of human and machine systems interacting within
complex societal infrastructures and generating the
emergence of human behaviors in various domains
such as healthcare, transportation, defense, and envi-
ronmental systems issues [3–5]. Therefore, we talk
about systems of systems, or agencies as societies
of agents [6], which can themselves be considered
as combinations of human or machine agents. This
approach provides us with a framework to further
define human systems integration (HSI).

In addition, autonomy requires adaptation. Peo-
ple adapt to machines, even “autonomous” machines,
and machines adapt to people using both supervised
and/or unsupervised machine learning. The stability
of this co-learning mechanism requires metrics to
support the maturity of the resulting sociotechnical
system.

Section 1 of this article provides an integrative
representation of physical and cognitive systems use-
ful for HSI investigations of HMT systems. This is
where our ontological approach differs from pre-
vious approaches to human-machine systems, as
it is based on a representation that allows both
humans and machines to be defined as systems
(e.g., sociotechnical systems). This representation is
integrative because it integrates the physical and cog-
nitive aspects of the human and the machine.

Section 2 is devoted to presenting what we
can understand by autonomy, whether for humans,
machines, or human-machine systems. In addition,
it is crucial to improve our understanding of the
automation-autonomy distinction from an HSI per-
spective [7, 8]. It is important to note that current
automated machines are not self-directed [9]. Indeed,
we have massively automated machines during the
20th century, but this type of automation has rarely
led to convincing autonomy of the machine (e.g., the
ability to make choices when faced with an expected
or unexpected situation). Although different levels of
automation have long been defined [10, 11], auto-
mated systems are designed to perform specific sets
of largely deterministic steps to achieve a limited set
of predefined outcomes [12].

While automation has proven to be a useful and
essential solution to safety in well-specified contexts,
it makes work processes more rigid, often counterpro-

ductive, or even dangerous, specifically in unexpected
situations in which flexibility is needed to perform
problem-solving tasks. Specifically, how can technol-
ogy, organizations and people’s competence improve
this flexible problem-solving in unexpected situa-
tions? We have attempted to answer this question
by defining and developing the PRODEC method,
which identifies human and machine activity during
design and development, using scenario-based design
and human-in-the-loop simulations, to better explore
and elicit the emergence of potential socio-cognitive
augmentation that could improve the autonomy of
the sociotechnical system under consideration, which
should have the ability to self-manage in a safe,
efficient, and comfortable manner. Socio-cognitive
augmentation is made incrementally explicit through
the agile development of prototypes and formative
evaluations, as well as formulated as emergent func-
tions and structures of appropriate agents or systems
of the overall sociotechnical system under consider-
ation.

Section 3 describes the PRODEC approach and
method developed and refined primarily on the
MOHICAN project, which focused on intelligent
assistance to fighter pilots, and two other projects
devoted to tele-robotics on oil-and-gas drilling plat-
forms [13] and AI-assisted remote maintenance of
helicopter engines [14]. In this article, we use the
first project as a running example. We have also been
influenced by a recent state-of-the-art in the field of
human-machine teaming [3], where the machine is
becoming increasingly autonomous. This state-of-
the-art in HMT is very comprehensive and covers
HSI processes and measures of HMT collaboration
and performance. However, this very dense work does
not cover the need to put into perspective a system
representation that supports human-machine team-
work and that addresses automation and autonomy
at all possible relevant levels of granularity, which
is precisely the goal of the ongoing analytical and
empirical work presented in this article and embod-
ied in the PRODEC method. PRODEC is also based
on new maturity and tangibility metrics.

PRODEC encapsulates techniques of knowledge
elicitation, agile design and development, and for-
mative evaluation. It is based on generic multi-agent
models [13], and deeply rooted in previous work
that includes types and levels of human interac-
tion with automation [15], distributed cognition
[16], multi-agent systems [17], human-robot inter-
action [18], systemic interaction models [7, 28],
organizational automation [20], computer-supported
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cooperative work [21], trust in automation [22], and
other relevant approaches and models. The develop-
ment of PRODEC is still a work in progress on three
large industrial projects already mentioned, exploring
various kinds of metrics that assess team perfor-
mance, HMT issues of trust and collaboration, as
well as organization models in relation with authority
sharing, and tangibility considerations (i.e., complex-
ity, maturity, flexibility, stability, and sustainability
issues, as explained in [19]).

PRODEC focuses on both procedural and problem-
solving skills for both humans and machines. This
distinction addresses the differences between han-
dling expected and unexpected events in complex
sociotechnical systems. Using a new knowl-
edge representation that supports transdisciplinary
HMT research and development, PRODEC directly
addresses the critical question of how AI systems
“could and should influence requirements and the
design of systems that support human work, particu-
larly in settings that are high in uncertainty” [3].

Section 4 is dedicated to HMT metrics to better
master these new machines considered as partners.
Of course, since the AI-based systems that we are
co-developing and operating are still immature to
some extent, the results are still preliminary. How-
ever, the current success of the PRODEC approach in
the military and civilian worlds is worth presenting.

The conclusion reviews the current theoretical and
practical results of HMT, using a possible future
air combat system as an example. It offers several
perspectives and examines the role of humans and
organizations in more generic life-critical systems of
systems, including the issue of authority sharing.

2. Towards a physical and cognitive systemic
representation

The Human Machine Teaming (HMT) approach,
which considers “the machine as a partner,” requires
a better understanding of the evolution from rigid
automation to flexible autonomy, where autonomy
is considered not only for people and machines as
individuals, but also for combinations of people and
machines as human-machine teams, and even teams
of teams.

Therefore, emphasis should be placed on the cross-
fertilization of multi-agent representations provided
by AI and those of systems of systems developed in
systems engineering (SE) [23, 24]. In AI, this under-
standing is based on the concept of an agent, which

represents a human or a machine capable of identi-
fying a situation, deciding, and planning appropriate
actions. In this context, for example, the armed forces
are composed of “human and machine agents,” with
the machines being increasingly equipped with AI
algorithms. AI refers to systems that demonstrate
intelligent behavior by analyzing their environment
and acting – with some degree of autonomy – to
achieve specific goals.

Command and control (C2) systems are now
integrated with cockpits and, more generally, inter-
connectivity has become a real support to air force
operations but also requires human-centered systemic
integration. This leads to the definition of specific
methods and tools such as scenario-based system
design and digital twins [25]. The development of
AI-based systems contributes to the generation of
new emerging human roles and then functions that
need to be identified more precisely. Specifically,
safer, more effective, and more comfortable HMT
integration requires a better understanding of emerg-
ing human factors such as situational awareness,
decision making, and risk taking. In addition, the
trust-collaboration-performance triad needs to be bet-
ter articulated and measurable.

In 2019 in the United States, the Systems Engineer-
ing Research Center (SERC) developed a roadmap
structuring and guiding AI and autonomy research to
support SE [26]. They introduced the acronym AI4SE
(Artificial Intelligence for Systems Engineering).
Conversely, SE practices could be used to support the
development of increasingly automated and increas-
ingly autonomous systems (SE4AI). These AI4SE
and SE4AI approaches primarily view AI as machine
learning (ML) and data science. Whether super-
vised, unsupervised, or reinforcement-based, ML has
a specific role that requires addressing three types
of problems: learning assurance, explainability, and
security risk mitigation [27]. In practice, the major
problem remains, namely the certification of learn-
ing systems. Indeed, certification requires that all
elements of a software code be delivered unam-
biguously, which is not possible for neural network
systems. For this reason, our vision of the AI-SE
combination does not address issues of complemen-
tarity, but rather disciplinary issues and perspectives
of similarity and collaboration.

A major problem remains, namely the certifica-
tion of learning systems. Indeed, certification requires
that all elements of a software code be delivered
unambiguously, which is not possible for neural net-
work systems. However, two major points must be
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considered: AI is much broader than ML and data
science, and we should consider that AI and SE
have much in common. Indeed, AI is a very broad
discipline that includes data-driven AI (i.e., data sci-
ence), knowledge-based AI (i.e., rule-based systems,
expert systems), hybrid AI (i.e., the right mix of
neural networks and symbolic AI), and distributed
and embedded AI (i.e., multi-agent systems). AI and
SE are typically combined with software engineer-
ing, safety/security engineering, and human factors
and ergonomics. Alternative initiatives are currently
being considered to investigate an HSI representation
where cognitive and physical systemic dimensions
can be harmoniously handled together [28].

This representation of physical and cognitive sys-
tems is very useful for analyzing the contemporary
shift from 20th century technology-centered engi-
neering, which began with physical systems and
ended with software augmented systems – in effect,
a shift from hardware to software – to 21st century
human-centered engineering design, which begins
with a set of PowerPoint boards expressing ideas,
animates them, and then realizes a virtual prototype
and human-in-the-loop simulations. PRODEC was
developed to support the early human systems inte-
gration into design and development processes (i.e.,
incrementally address human requirements in an effi-
cient and agile manner). Specifically, increasingly
autonomous (AI-based or data-driven) functions can
be considered and, more importantly, tested much
earlier than before. However, the correct realization
of this new trend requires an appropriate representa-
tion of physical and cognitive systems for the design
of the dual concept of human and machine autonomy.

The concepts of system and agent are representa-
tions, respectively used in SE and AI. In this article,
we use the terms “system” and “agent” to refer to the
same entity. Furthermore, a system can be defined
as a “system of systems” (SoS) [24], and an agent

as a “multi-agent system” or a society of agents
[29]. Autonomy is a central element of this systemic
definition, as systems can be dependent, indepen-
dent, or interdependent on each other. For example,
some future air combat systems, considered SoSs,
are described as autonomous, in the sense that they
can live on their own for a period of time if necessary,
and are required to share situational awareness, main-
tain trust with each other, be reliable, and agree on a
collaborative and distributed work organization. “By
2040, the Future Combat Air System (FCAS) will be
based on a networked architecture, bringing together
manned and unmanned platforms within a system of
systems. This paradigm is fully in line with Man-
Unmanned Aircraft teaming, i.e., the hybridization
of human and machine in a holistic cognitive system.
Precisely, Paul Scharre [30] refers to this hybridiza-
tion through the mythological form of the ‘centaur
warrior’, half man, half horse” [31].

What is a system? Several definitions have been
proposed. A system is generally defined as “a combi-
nation of interacting systemic elements organized to
achieve one or more stated objectives” [32, 33], and
“something that does something (activity = function)
and has a structure, which evolves over time, in some-
thing (environment) for something (purpose)” [34].

Most people think of a system as a machine. In
fact, when doctors talk about the cardiovascular
system, they are talking about a representation of a
human organ that allows blood to flow throughout
the body, not a machine in the mechanical sense.
Social scientists talk about sociocultural systems.
Here again, they speak of representations (Fig. 1).
More generally, we will speak of “natural systems”
(including human systems), and “artificial systems”
(including machine systems), which may include
other systems, recursively defining the broader
concept of system of systems. For example, the
human body (i.e., a natural system) can include a

Fig. 1. A system as a representation.
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pacemaker (i.e., an artificial system), and conversely,
a car (i.e., an artificial system) can include a human
being (i.e., a natural system). A system is defined
by its structure and function which can be physical
and/or cognitive. More specifically example, the
human heart has a specific structure that allows it to
pump blood (i.e., its main function).

The PRODEC method has been used in an air
combat system project called MOHICAN. The goal
of this project was to derive performance metrics
to assess the collaboration between pilots and cog-
nitive systems, as well as trust in those cognitive
systems. Within MOHICAN, we explored the rel-
evance and usability of a wide range of physical,
informational, human, environmental and organiza-
tional parameters already considered by previous
studies on automation and autonomy. Examples of
cognitive functions tested in MOHICAN are adapted
trust and interdependence, delegation of authority,
and action initiative (taking and abandoning). MOHI-
CAN will be used in this article to illustrate how the
PRODEC method can be applied.

3. The automation-autonomy distinction: The
flexibility challenge

In sociotechnical systems, a better understanding
of automation and autonomy requires defining the
concept of “cognitive function” [35]. Not only do
humans have cognitive functions that are described
as natural, but also that digitized machines can have
artificial cognitive functions. The representation of
cognitive functions is generally defined in two ways:

(1) a logical way where a cognitive function is seen
as an application used by a human or a machine to
transform a task (what is prescribed to be performed)
into an activity (what is effectively performed); (2)
a teleological way that provides a cognitive function
with attributes such as a role, a validity context, and
resources.

The role of the function is the identity of the cor-
responding agent or system within the organization
under consideration (e.g., the role of the letter carrier
within the postal organization is to deliver letters).
The context of validity is usually defined in time
(e.g., 8 a.m. to 5 p.m., with a two-hour break at
noon, every working day), space (e.g., knowledge
of the clearly specified neighborhood where letters
are to be delivered), and normal, abnormal, or emer-
gency situations. Resources could be physical (e.g.,
a bag and a bicycle) or cognitive (e.g., a cognitive
pattern-matching function used to determine whether
the address on the letter matches actual street and
house information).

Cognitive function analysis has been successfully
used in several aerospace projects [5, 36]. Consid-
erations of function allocation in the HMT era have
recently been published [37], based on an extension
of Fitts’s MABA-MABA approach [38]. Cognitive
functions (CFs) can be categorized according to
Rasmussen’s model of human behavior to better
interpret the emergence of contributing engineering
disciplines with respect to machine automation [39]
(Fig. 2).

Both people and machines can be “automated”
(Fig. 3). First, human cognitive functions can be
automated either by intensive training and long expe-

Fig. 2. The evolution from automation to autonomy based on Rasmussen’s model.
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Fig. 3. From rigid automation to flexible autonomy.

rience or by following a procedure (e.g., the pilot’s
checklist). Second, from an engineering perspective,
machines automation involves developing appropri-
ate algorithms that replace human (i.e., natural)
cognitive functions with machine (i.e., software and
thus artificial) cognitive functions. However, both
types of automation can only work and be used in very
specific contexts (i.e., in expected situations). Out-
side of these contexts (i.e., in unexpected situations),
their rigidity can cause incidents or accidents [40,
41]. Therefore, in unexpected situations, the people
in charge must solve problems by themselves using
the physical and/or cognitive resources available,
whether they are humans or machines. Therefore,
these actors need flexibility, as well as appropriate
knowledge and skills to solve problems, often unex-
pected, requiring autonomy, as opposed to following
procedures or monitoring the automation of machines
based on initial planning.

PRODEC is based on four broad categories of
cognitive functions that contribute to autonomy:
situational awareness (perception, monitoring, con-
struction of mental model and knowledge, trend
identification and detection of anomalies); reason-
ing (generally involving three types of inferences:
deduction, induction, and abduction); action (mis-
sion planning, activity and resource scheduling, task
execution and control, fault diagnosis, crisis man-
agement, learning, and adaptation); and collaboration
(shared knowledge and understanding, prediction of
behaviors and intentions, negotiation of tasks and
goals, operational trust building). When dealing with
machine agents, the related cognitive functions must
be built, verified, and validated through a series of

tests on human-in-the-loop simulations, which raises
systemic problems of designing specific architec-
tures.

Resources that are useful and can be used in unex-
pected situations are called “FlexTech” [7]. Indeed,
FlexTech resources are there to help human opera-
tors be more autonomous and allow them to easily
move from rigid automation to flexible autonomy.
Operational flexibility is achieved when each agent
in a problem-solving situation, trying to react to an
unexpected event for example, finds effective help
from one or more of these partners. For example, the
“undo” function is a FlexTech resource used in word
processing to remove a misspelled word, thus pro-
viding flexibility to writers in their typing tasks. The
“undo” function cannot qualify as an autonomous
function; however, its availability and effectiveness
allow a writer to be autonomous in the sense that he or
she does not need external assistance or perform very
complicated tasks to correct a typo. The “undo” Flex-
Tech function is very different from an automated lex-
ical and/or syntactic text checker that automatically
changes sentences as you type and is very rarely con-
text sensitive. Automation replaces humans in very
specific contexts, while FlexTech supports human
activity in much broader contexts. Automation can be
very inefficient when used out of context, decreasing
situational awareness, and generally resulting in per-
formance decrements that place the human operator
out of the loop [42]. In practice, human operators
using automated machines tend to be complacent,
especially when the automation works perfectly in the
contexts in which it has been validated but become
fragile outside of these contexts.
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At this point, it is important to distinguish between
a partner and a teammate. A teammate is a mem-
ber of a team, and a partner is an associate with a
team in a common activity or interest. Therefore, the
term “partner” was chosen instead of “teammate” to
describe AI-based or data-intensive machines.

In the case of the letter carrier, the cognitive func-
tion “delivering letters” can be automated at different
levels of automation. The letter carrier’s bicycle can
be replaced by a more or less automated car that offers
more physical comfort in terms of fatigue, for exam-
ple – note that we see here how physical and cognitive
functions can be articulated. If e-mail can be seen as a
different mode of communication than the paper let-
ter, it can also be seen as a higher level of automation
of mail delivery, in which postal workers are radically
replaced by computers, software and information net-
works. The uses of email also assume that the various
human agents involved have appropriate tools with
adequate physical and cognitive functions defined in
specific contexts of validity (e.g., a functioning power
supply and servers, and an appropriate user interface).

Autonomy is a property that gives a human or
a machine sufficient robustness to function without
external intervention or supervision. In the case of a
human, some more or less automated machines allow
us to be more autonomous and, more generally pro-
vide us with functions that we do not naturally have.
Two examples can be cited: exoskeleton systems can
offer more autonomy to handicapped people; the air-
plane allows us to fly, whereas the human being is not
naturally able to fly.

While airplanes allow us to travel a greater distance
in less time, they also introduce new scheduling con-
straints – we need to learn how to use their services.
In the case of a machine, machine autonomy is nec-
essary when a system must make a time and/or life
critical decision that cannot wait for external help.
This is especially true when managing a remote sys-
tem; the system must then be equipped with rich
embedded data and decision-making systems [41].
For example, NASA’s Curiosity and Perseverance
rovers can autonomously move from one point to
another on Mars using stereo vision and on-board
path planning. In both cases, autonomy requires a
clear representation of the system, whether it is a
human or a machine (Fig. 1).

4. PRODEC for human systems integration

AI-based systems cannot be successfully devel-
oped without appropriate HSI methods, metrics, and

evaluation tools. HSI favors Scenario-Based Design
(SBD) to ground proposed solutions [43]. This type of
design requires subject matter experts, such as fighter
pilots, air traffic controllers, and C2 personnel. The
PRODEC method has been developed to promote
knowledge acquisition by subject matter experts,
creativity, scenario design, and human-in-the-loop
simulations (HITLS) which allow, through their use,
discovery of some emergent properties of the studied
sociotechnical system from the analysis of the activ-
ity coming from the interactions between the different
human and machine systems [13]. PRODEC is useful
for the analysis, design, and evaluation of a complex
sociotechnical system. The knowledge obtained from
business experts in the form of procedural scenarios
(the PRO part of the PRODEC method, for “procedu-
ral”) can be transcribed in the form of directed graphs,
for example of the tasks involved in the description
of a mission or a job to be performed. Such directed
graphs can be developed using BPMN (Business Pro-
cess Modeling and Notation) [44]. The explicitness
of knowledge from experience helps to develop the
task analysis by decomposing a high-level task into
subtasks, and so on. The analysis of these incremen-
tally developed task graphs allows the discovery of
functions that were not initially anticipated. These
are called “emergent features.” It may also turn out
that “emergent structures,” which had been forgot-
ten in the architecture of the sociotechnical system
under development, appear as integral parts. These
“discoveries” of emerging functions and/or structures
discovered during HITLS contribute incrementally
to the improvement of the declarative scenarios
(the DEC part, for “declarative”) expressing the
configurations of the sociotechnical system under
development.

The PRODEC cycle can be described as follows:
(Step-1) initial task analysis; (Step-2) elicitation of
emergent functions and structures; (Step-3) imple-
mentation of the prototype using the declarative
representation shown in Fig. 4; (Step-4) human-
in-the-loop simulation; (Step-5) observation and
analysis of the activity for elicitation of emergent
properties; (Step-6) modification of the previous task
analysis; and (Step-7) for further refinement, return
to Step-2. Task analysis (i.e., the development of pro-
cedural scenarios in steps 1 and 6) allows for the
implementation of scenarios that not only guide the
development of prototypes to test new system con-
figurations, but also allow for the gradual elicitation
of emergent properties and the step-by-step modifi-
cation of the task analysis.



S22 G.A. Boy and C. Morel / The machine as a partner: Human-machine teaming design using the PRODEC method

Fig. 4. Declarative representation of a human-machine system of systems.

The PRODEC method was used in the MOHICAN
project to elicit the various human and machine func-
tions from three fighter pilots to be tested against
metrics of operational performance enabling the
assessment of trust and collaboration between a
fighter pilot and the virtual assistant being devel-
oped. To explore trust and collaboration between the
Human and the Machine on most of the operational
tasks that could be entrusted to the system of sys-
tems (e.g., latest generation fighter aircraft, crew), the
operational scenario selected mixed planned air-to-
ground attack sequences, dynamic targeting phases,
and finally air-to-air interception phases. The crews
were immersed in three complex missions in a semi-
permissive environment, where they could not avoid
considering the enemy threat, nor coordination with
friendly forces.

The following PRODEC cycle was used:
Step-1: Task analysis. We first developed several

mission timelines divided into specific flight phases
from expert pilots’ stories. These flight phases corre-
sponded to generic permanent processes or temporary
processes activated according to the context and the
tasks to be performed. In total, three generic perma-
nent processes have been identified (e.g., piloting)
and eight temporary processes (e.g., ground-to-air
threat avoidance). A task analysis was carried out
for each multi-agent process. This knowledge acqui-
sition from experts was done through interviews,
direct form filling (using Excel spreadsheets and tran-
scription using BPMN), and GEM (Group Elicitation
Method) sessions [45]. Although the operational con-

text was complex, the method made it possible to
precisely determine the tasks and subtasks to be per-
formed, the necessary resources, the agents involved,
the useful cognitive functions requested and their
intensity (attention interval) for each process of a
mission. This led to the definition of the multi-agent
context, and consequently the future domain of use
of the models.

Step-2: Physical and cognitive structure-
function analysis (derived from the original
cognitive function analysis (CFA) supported by the
AUTOS pyramid, see [35]). We identified human and
machine cognitive (and physical) functions from the
task analysis. CFA is declarative (i.e., it enables the
declaration of methods, functions and so on, which
can be allocated to human and/or machine agents).
In total, 21 functions were identified and classified
according to Endsley’s SA model and described in
a SADMAT format (Situation Awareness, Decision
Making or Action Taking) [13]. Each function was
defined by its role, context of validity, and useful
human and/or machines resources. For example, the
“Acquiring Information” function enables the pilot
to retrieve data via the weapons system, geographic
information systems, and other systems. This func-
tion can be evaluated from a variety of perspectives,
including accuracy, time, workload, utility, and so
on. Among the cognitive resources associated with
this function, we can name perception and among
the physical resources related to the context to which
it appeals, we can name the information coming
from the GIS (Geographic Information System), the
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Fig. 5. Experimental set up of the MOHICAN project.

weapon system, the Targeting pod, and so on. Of
course, this depends on the context and resources
available. Using the CFA approach to cognitive func-
tion modeling, we considered their roles, contexts of
validity, and resources [35]. From this representation
of human knowledge, a distribution of tasks between
humans and virtual assistants was proposed and then
resulting activity was analyzed via human-in-the-
loop simulations while considering the complexity
of the operational context.

Step-3: Creation and use of a simulation
environment. We used an existing digital combat
simulator that allows single and multiplayer piloting
in large-scale military operations. The single-pilot
cockpit, equipped with a virtual assistant called
JESTER, was used in a multitasking mode, enabling
delegation of tactical functions to JESTER. A con-
textual menu and a voice recognition system allowed
the pilot to make requests on JESTER. This first
setup required the development of complementary
functions to improve the maturity of the virtual assis-
tant. In total, three versions of the virtual assistant
have been developed (JESTER+ / JESTER BASIC
/ JESTER ADVANCED). Figure 5 shows a pic-
ture of the experimental setup with the JESTER
ADVANCED version of the virtual assistant. Some
functions of the virtual assistant using a voice recog-
nition system were simulated using a Wizard of Oz
technique (e.g., Air Defense Package Leader, C2 per-
sonnel). Of course, each pilot was previously trained
to fly the aircraft simulator as well as the different
versions of the virtual assistant. The duration of each
simulation was approximately one hour.

Step-4: Human-in-the-loop simulations
(HITLS). We conducted a series of HITLS based
on dense and realistic scenarios contextualizing the
previously described BPMN models. Five HITLS
were carried out, involving three fighter pilots at

every iteration, where the difficulty of the scenarios
increased from one simulation to the next, and
functions of the virtual assistant were upgraded
three times in an agile manner. To increase the level
of difficulty of the experiments, the operational
context has been hardened to make it iteratively
more complex (e.g., targets more difficult to identify,
multiplication of threats and their technicality,
reduction of margins (e.g., time, fuel, etc.).

Step-5: Activity observation and analysis.
Pilot’s activity was recorded for further activity anal-
ysis, as well as HMT performance analysis based on
a performance model, with new structure-function
analysis leading to progressive tangibilization of the
domain ontology. Tangibility is taken in the sense
defined in [16]. Note that in many cases, the physical
simulation facility had to be modified incremen-
tally using rapid prototyping to improve the virtual
assistant design. During the simulation phase, we col-
lected human factors data (e.g., eye tracking, heart
rate, video, etc.) and meaningful operational param-
eters regarding fighter pilot’s activity.

Step-6: Incremental discovery of emergent
properties and features. A BPMN was created after
each simulation and for each pilot. The comparison of
tasks and activities re-instantiated in a BPMN-CFA
process form enabled us to explore and eventually
discover emergent functions and structures that were
reintroduced in the next design iteration (both tasks
and in virtual assistant were modified). Figure 6
presents the analysis of the first iteration of sim-
ulations with the JESTER+ version of the virtual
assistant. Through BPMN-CFA analysis, we iden-
tified the emergent function related to the need to
remind the pilot of the safe altitude and heading. This
function has been added to the next virtual assistant
version that is JESTER BASIC. It has been analyzed
that in the case of an operational context without
major difficulties, the level of trust and collabora-
tion of the pilot towards the virtual assistant for this
function was high. On the other hand, in the case of
an increase in the difficulty of the scenario and the
mobilization of significant cognitive resources on the
part of the pilot, the level of trust decreased sharply.
The pilot’s trust in the onboard virtual assistant is
a complex, dynamic and multidimensional concept
that is highly context and time dependent (i.e., the vir-
tual assistant can quickly gain or lose the pilot’s trust
during a mission). Although this notion of context
is difficult to formalize, an index evaluating pilot’s
theoretical workload in real time has been devel-
oped and implemented in the latest version of the
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Fig. 6. Example of task (left side) and activity (right side) analyses using BPMN [44] graphs, and identification of emergent properties (in
blue on activity side).

virtual assistant (JESTER ADVANCED). This index
was formalized from pilot’s activity and simulation
context data acquisition and interpretation.

Step-7: Stop when satisfactory metrics, criteria,
functions, and structures were found, otherwise
back to step 1. At each iteration, the method con-
sisting of the core measures, intermediate criteria,
and high-level metrics was challenged and updated,
considering their relevance, validity (meaning and
content), and ease of implementation. After five
iterations, we managed to improve the method by
evaluating intermediate criteria and combining them
to obtain an assessment of degrees of trust and col-
laboration. In the same way, the analysis of emerging
functions at each iteration has allowed the level of
trust between the pilot and the virtual assistant to
evolve.

5. Model-based human autonomy teaming
metrics

A model is an abstraction of a real-world
phenomenon, which is used to increase our under-
standing of it by evaluating various appropriate
metrics. Metrics are associated with performance
evaluation platforms for the verification and valida-
tion of the relevance and effectivity of the design of
a system [46]. They are necessarily based on rele-
vant models. We generally refer to this approach as
the model-based approach (Fig. 7). In the context of
HSI, these models are now translated into the form of
digital twins, which supports model based HSI [25].

Fig. 7. Modeling method for exploring phenomena.

For example, we are developing this digital twin
concept in several domains including operational
maintenance of helicopter engines [14] and remote
operations of an oil well [47]. In these two applica-
tion cases, we are working on simulations, machine
learning and reasoning systems to facilitate decision
making. Individuals involved in such simulations are
likely to develop trust or distrust in all or parts of
the system being operated and, as a result, develop
appropriate strategies to implement. Trust is there-
fore a major issue in the partnership between humans
and machines with autonomous capabilities, espe-
cially as trust in systems that are constantly evolving
is difficult to rationalize.

Several iterations are necessary to ensure that the
model being used is appropriate for the work to
be done, and improvable. Without a subject matter
expert, the model-based method does not work. In
fact, not only do the results need to be evaluated by
subject matter experts, but the measurement model
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itself also needs to be evaluated. In our work, we
are looking for appropriate models that could be use-
ful and adaptable in air combat settings, focusing on
multi-agent approaches. These models can be sym-
bolic and/or mathematical, allowing the definition of
metrics to support the elicitation of qualitative and/or
quantitative data. In the MOHICAN project, our pri-
mary concerns were trust and collaboration models,
which we tried to translate into useful qualitative met-
rics for HMT.

Trust is a very rich subject that has been explored
for a long time in many fields, such as psychology,
sociology, human factors, philosophy, economics,
and political science. It is related to many factors
and processes, such as uncertainty and vulnerabil-
ity [22], risk taking [48], distributed dynamic teams
[49], and team training [50], for example. Trust is
intimately related to cooperation and collaboration.
This article focuses on a systemic and organizational
(i.e., multi-agent) view of trust and collaboration
[51, 52].

David Atkinson pointed out that autonomous
agents are not tools, but partners with some specific
properties that we are using in PRODEC [53]. He
postulated that “trust we place in automation today
is based on trust gained over many years of devel-
oping highly reliable and complex systems.” All of
this means that trust in complex systems is based on
familiarity. How long does it take to become famil-
iar with an autonomous system? The more familiar
you are with a complex sociotechnical system, the
more you know how to use it, the more you can
trust or distrust its behavior and properties. Becom-
ing familiar with a complex system allows you to
know whether it can be trusted or not, whether it
is an autonomous system or not. However, getting
familiar with such a system can take a long time.
So, what method would be useful and efficient to
get familiar with a complex system more quickly?
Human-in-the-loop simulations are very effective for
such familiarization. Human-in-the-loop modeling
and simulation tools lead to the concepts and tools
of digital twins, which allow a virtual representa-
tion of an object or system covering its life cycle
(from the first idea to the obsolescence of a system).
We are developing this digital twin concept in sev-
eral domains, including operational maintenance of
helicopter engines [14] and remote operations of an
oil well [47] using PRODEC. We have found that
the discovery of the emergent behavior and proper-
ties of trust and distrust during HITLS has helped us
redesign and recalibrate the MOHICAN air combat

assistant as well as fighter pilot training (i.e., machine
and human cognitive functions).

Rephrasing what Klein and his colleagues [54]
have already produced in the field of human-robot
interaction, here are some concepts that are highly
relevant to HMT based on our experience in the
MOHICAN project: the more adaptable one is, the
less predictable one is; collaboration should be based
on the SADMAT model (i.e., Situation Awareness
[SA] - Decision Making [DM] - Action Taking
[AT]) developed in the MOHICAN project, link-
ing SA, DM and AT [20]; attention management
should be done in context and with shared under-
standing. SADMAT is fully compatible with the
OODA loop (which means Observe-Orient-Decide-
Act), proposed by John Boyd, military strategist, and
colonel in the US Air Force. OODA is a concept com-
monly applied in combat operational processes [55].

Trust is intimately related to cooperation and col-
laboration. In addition, in the multi-agent context
of a future air combat system, cooperation and col-
laboration are important processes to consider. In
cooperation, the goal of each agent is the same,
but their interests are individual. On the contrary, in
collaboration, people come together for a common
interest and the same goal. In an orchestra, for exam-
ple, the musicians collaborate to play a symphony
[39]. They are coordinated through scores, which
have been previously coordinated by a composer,
and a conductor at performance time [39]. Collabo-
ration between humans and increasingly autonomous
systems as teammates in uncertain dynamic environ-
ments consists of highly interdependent activities. On
both the human and machine sides, training for col-
laboration is a key issue. Driskell and Salas showed
experimentally that members of a collectively ori-
ented team are more likely to be attentive to the
input of other team members and to improve their
performance during team interaction than egocentric
members [56]. The question now applies to collab-
oration between pilots and virtual assistants. Studies
by Salas et al. suggest that team training interventions
are a viable approach that organizations can take to
improve team outcomes [50].

This article focuses on a systemic and orga-
nizational (i.e., multi-agent) view of trust and
collaboration [51, 52]. Huang at al. have recently
discussed trust as a distributed dynamic feature “that
involves all relevant stakeholders and the interactions
among these entities” [49]. However, the distributed
dynamic team trust (D2T2) framework and potential
measures proposed are not integrated in an articu-
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lated method such as PRODEC. Indeed, PRODEC is
a scenario-based design method that articulates com-
bined systems of systems procedural and declarative
analyses. Despite the typical development of scaled
worlds [57–59] and synthetic task environments [50],
there is still a strong need for the development of an
approach that articulates procedural scenario-based
design and declarative homogeneous systemic repre-
sentation of humans and machines leading to flexible
design and operations. This is precisely the objective
of the PRODEC method. More concretely, a major
question that was raised during the MOHICAN study
was, “can FlexTech resources improve shared cogni-
tion and trust?”

Using PRODEC in the MOHICAN project enabled
us to become familiar with what evaluation of
HMT performance could be (Fig. 8), in terms of
trust and collaboration, in a combat aircraft cockpit
equipped with a virtual assistant (VA). HMT perfor-
mance can be assessed using the derived multi-agent
model by defining high-level meaningful metrics Tk,
such as “operational performance,” “trust” and “col-
laboration.” Operational performance is a generic
high-level metric that measures the distance between
an expected performance (i.e., prescribed task) and
effective performance (i.e., activity). For example, a
flight trajectory can be the prescribed task that defines
the expected performance, and the actual trajectory
resulting from a pilot’s flying activity is the effective
performance. When the distance between the two tra-
jectories is lower than an appropriate threshold, the
flight is perfect. However, when this distance is higher
than this threshold, a discrepancy should be analyzed
and understood. PRODEC knowledge base generated
during the analytical phase helps to find out why.
Obviously, for example, air force operational perfor-
mance is scanned through task achievement, risk, and
resources management.

{Tk} can be derived from HMT criteria {Cj},
such as usability and explainability on the virtual
assistant side, as well as workload and stress on
the human side. Therefore, relationships, such as
Tk = fk ({Cj}), can be derived based on the domain
ontology. On more step is necessary to complete
the performance measurement model. We need to
get physical and cognitive low-level measures {mi}
through methods and tools, such as eye tracking and
electrocardiograms (objective measures), as well as
subjective scale assessment (subjective measures).
Therefore, relationships, such as Cj = gj ({mi}), can
be derived based on human-centered design knowl-
edge and experience.

In the MOHICAN project, performance criteria
{Cj} and measures {mi} of trust and collaboration
were selected based on different characteristics: rele-
vance; validity (meaning and content); measurability;
and ease of implementation. All these criteria were
then iteratively developed in human-in-the-loop sim-
ulations.

Most of the criteria were measured subjectively
using methods such as self-confrontation interviews,
post-test interviews and standardized questionnaires,
such as relevance (added value for the pilot), trans-
parency (composed of two sub-criteria: perception
of information and comprehension of information),
flexibility/adaptability (tolerance to the pilot’s errors,
to his actions/manipulations), usability, lack of dis-
comfort, and so on. The challenge was to find criteria
that could be based on objective measures. The
following is a non-exhaustive list of operational per-
formance, trust and collaboration criteria that have
been successfully used in MOHICAN:

• Effectiveness criterion, evaluated according to
the following measures:

◦ Operational performance measurement by
expert pilots. The performance model is
based on the analysis of simulator data
categorized according to three indicators:
task completion (i.e., did the crew suc-
cessfully complete the assigned mission?);
resource consumption (i.e., did the crew
meet resource management guidelines, e.g.,
fuel management, time management?); risk
management (i.e., did the crew maintain an
appropriate level of safety relative to the
level of risk of the mission, e.g., proximity
to the adversary?).

◦ Number and type of interaction between
the virtual assistant and the pilot for each
subtask. We determined if the informa-
tion transmitted by the virtual assistant was
effectively processed by the pilot by using
an eye-tracker (i.e., analysis pilot’s actions
in the simulator, double check, verbaliza-
tion, and so on).

• Efficiency criterion. The measure used was the
total time of the interaction between the pilot and
the virtual assistant (reaction time, interaction
processing in seconds). Raw data provided by
the flight simulator was used for this purpose.

• Reliability/Robustness criterion. This criterion
was analyzed by identifying potential bugs
and/or functional defects of the virtual assistant.
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Fig. 8. Methodology for performance assessment of a multi-agent
system.

• Situation Awareness/Mental Workload. Mea-
suring teaming performance only makes sense
in a specific context. This notion of con-
text is difficult to formalize. The way we
attempted to iteratively formalize context was
by clustering the various operational sequences
(using BPMN), expert air-combat knowledge
elicitation, as well as pilot’s activity and simula-
tion context data acquisition and interpretation,
which enabled the definition of an index evalu-
ating pilot’s theoretical workload in real time. It
is interesting to mention that heart rate measure-
ments (captured during the simulation activity)
overlapped very significantly data resulting from
this index.

Using PRODEC in the MOHICAN project enabled
us to identify trust/distrust and collaboration emer-
gent behavior and properties during HITLS. This
helped us redesign and recalibrate the air combat vir-
tual assistant as well as fighter pilot training (i.e.,
machine and human cognitive functions).

6. Other work, conclusion and perspectives

Bradshaw and colleagues proposed a teamwork-
centered approach to autonomy for extended human-
robot interaction in space applications [60]. They
advocated an effective balance between machine self-
sufficiency and self-determination, with the major
concern of mutual understanding of the human and
machine agents involved. The systemic interaction
models (SIMs) presented in this article encapsulate
these concerns [7, 28]. The systemic interaction mod-
els (SIM) presented in this article enable to model
ways interaction between humans and machines may
work.

The current strategy for building a resilient infras-
tructure is progressing too slowly to keep up with

the pace with change, as evidenced by the con-
tinuous stream of “shock” events [61]. Walker et
al. highlight the need to better anticipate evolving
threats and recognize new emerging vulnerabilities
in an increasingly interconnected world [62, 63].
Based on a robust systems framework (i.e., cognitive
and physical systems representations, scenario-based
design, human-in-the-loop simulations, formative
assessments, agile development using PRODEC), the
proposed approach allows for significant progress in
the strategic construction of sociotechnical systems,
such as future air combat systems.

A NASA Civil Aviation Committee recently
reviewed existing HMT research, identified stake-
holder community goals, examined relevant concepts
of operation, and defined a framework for establish-
ing a coordinated, comprehensive, and prioritized
research plan that would enable future applications
in the aviation marketplace [64]. This review effort
is intended to provide policy makers, engineers, and
researchers with useful guidance for directing and
coordinating HMT research activities.

As an extension, HMT research challenges
include:

• what kind of human-machine team conceptual
models should be further developed and vali-
dated; how can collective trust be appropriately
built, calibrated, and leveraged to establish the
roles of each agent or system, and the proper
authority sharing (i.e., who is in charge?). In
aerial combat for example, we should talk about
human-machine collaboration towards auton-
omy of sociotechnical systems at the right level
of granularity and move away from the idea that
a machine with artificial intelligence could be
autonomous; ethical questions are at stake (e.g.,
can we let a machine decide alone on some lethal
actions, especially when decisions are based on
inputs from AI algorithms such as imagery anal-
ysis?);

• how can a system of systems maintain conti-
nuity of operations in unexpected, uncertain,
unforeseen, and unpredictable situations – con-
tinuity is intimately related to resilience. If, for
example, the overall sociotechnical system is
partially or totally destroyed, how should its con-
stituents be able to accomplish their own mission
autonomously, where each system in the overall
system has its own raison d’être and is therefore
capable of being either dependent, independent,
or interdependent on the others. The US Air
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Force has studied trust in a human-robot team
and highlights the need for both independent
and interdependent decision making in high-risk
dynamic environments [50, 65];

• how to measure and leverage the performance
of a human-machine team to enable continu-
ous improvement of system performance; and
how to certify partnered human-machine sys-
tems. Trust and collaboration metrics presented
in this article are valid for HMT in an air
combat system; they need to be expanded to
other applications, such as oil-and-gas teler-
obotic systems and online remote maintenance
of helicopter engine (work in progress in our
institute). Finally, trust and collaboration metrics
calibration remains a challenge that is currently
being addressed and requires more investigation.

These challenges should be viewed as incentives
for current and future HMT research plans. For exam-
ple, HSI of an air combat system can be viewed
from two coordinated perspectives to ensure overall
consistency, interoperability, and appropriate author-
ity sharing: (1) pilot-centric cockpits to improve the
fighter pilot’s working environment (e.g., cockpit
design for unmanned aerial vehicle or remote carrier
management); (2) C2-centric to improve the overall
combat cloud. In both perspectives, the HSI pro-
cess is implemented by developing scenarios and
human-in-the-loop simulations that uncover step-by-
step the emerging functions and structures of the
systems involved. These emergent properties reflect
the ability of systems to work together to achieve the
required operational capabilities in an SoS architec-
ture. McNeese at al. provided insights in HMT from a
coordination/collaboration of human-machine teams
perspective [66]. However, in real life and consid-
ering our HSI approach, industrial human-centered
processes are difficult to manage because systems
are often developed by different companies. For this
reason, it is essential to have a clear common under-
standing of what the different SoS actors should and
do, leading to common HSI principles that result in
consistent and coordinated system specifications.

HSI has become possible because human fac-
tors and ergonomics can be studied at the earliest
stages of engineering design using virtual proto-
types to understand human and system activity.
Scenario-based design and human-in-the-loop sim-
ulations have become mandatory, and the concept of
digital twins a reality. Consequently, advanced visu-
alization techniques and tools are needed to increase

physical and figurative tangibility [7, 8, 19]. For
example, several alternatives of the future combat
cloud could be compared virtually and progressively
“tangibilized,” to promote the right easily understand-
able information at the right time and place.

On the collaborative side, people learn from each
other, and learning is about working together enough
to ensure that teamwork considers the identity of the
other partner. Intersubjectivity is a matter of human
maturity (maturity of the practices involved), defined
by Human Readiness Levels (HRLs) [67, 68], and not
just technological maturity, measured by Technology
Readiness Levels (TRLs). Indeed, autonomy is a mat-
ter of technology, organization, and people maturity
(see the TOP [Technologies, Organizations, and Peo-
ple] model presented by Boy [39]). Organizational (or
societal) maturity requires the definition of appropri-
ate models leading to organizational readiness levels
(ORL) [69].

Finally, we must continue to analyze and better
understand the issues of trust and collaboration, never
forgetting that any sociotechnical system evolves
over time (i.e., functions and structures can be
changed, removed and/or added based on experience,
changing needs and operational risks). Therefore, the
flexibility of the corresponding system of systems
must be a constant concern.
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